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Governing the Council 
Corporate governance is about how the council ensures it is doing the right things, in 
the right way, for the right people, in a timely, inclusive, open and accountable way.  
This section of the report looks at various aspects of the council’s governance 
arrangements and discusses any issues. 
 
Risk Management 
We provide a ride range of services to our community and it is essential that we 
protect and preserve our ability to continue to provide these services through taking 
into account and planning for any risk that may be involved. 
 
Strategic and Operational Risk 
We will provide ongoing review of our Corporate Risk Register, highlighting changes 
in the status of risks and the appearance of new ones.  Risk reviews are forward 
looking and they identify potential risks for the forthcoming period. 
 
 
 
 

Section 1: Strategic Risks 

 
 
Existing High Risks 
 

Executive Director of Place 

Existing 

Reference Title Description Score 

Impact 3 

Likelihood 2 

Current 6 

SR-01 Failure to maintain rental 
income 

Failure to maintain rental 
income 

Rank High 

Current Controls 

• Weekly schedule to highlight any movements.  

• Address tenants financial issues where appropriate. 

• Working proactively with property agents, setting up finders fee arrangements 

• Undertaking more focussed marketing campaigns and focussing resources accordingly.  

• Maintain prudent commercial property reserve 

• Standing Item for Performance monitoring 

Comments 

Reviewed at end of September - unchanged but a variety of planned actions for October and 
November will be evaluated in terms of impact and incorporated into future reviews. In the meantime 
position will be monitored monthly. 

 
 
 
 
 
 
 
 



 

 

Executive Director of Place 

Existing 

Reference Title Description Score 

Impact 3 

Likelihood 2 

Current 6 

SR-02 Medium Term Financial 
Strategy. 

Medium term financial 
strategy demonstrates a lack 
of sustainability over the 
medium term as a result of 
central government funding 
reductions. An efficiency 
programme, reviews or 
income streams need to be 
developed and implemented 
in order to address future 
funding gaps. 

Rank High 

Current Controls 

• Develop longer term transformation programme  

• Shared services  

• Financial planning 

• Financial modelling  

• VFM/Efficiency Strategy  

• Reserves  

• Control of payroll costs   

• Lump sum payment to Norfolk County Council Pension Fund included in budget. 

• Keep a watching brief on Central Govt measures to reduce impact of public sector pension 
schemes  

• Continue to implement "Could we, Should we" findings. 

Comments 

Reviewed at end of September - unchanged but a variety of planned actions for October and 
November will be evaluated in terms of impact and incorporated into future reviews. In the meantime 
position will be monitored monthly. 

 

Executive Director of Commissioning and Governance 

Existing 

Reference Title Description Score 

Impact 3 

Likelihood 2 

Current 6 

SR-02 Staff recruitment and 
retention at all levels within 
both organisations. 

Staff recruitment and 
retention at all levels within 
both organisations. 

Rank High 

Current Controls 

• Annual Staff survey regarding shared management.   

• Programme of non-salary rewards to be introduced for staff 

• Staff training 

• Providing support for staff to have a voice within the authority - supporting the staff forum which 
provides staff with the opportunity to raise concerns.   

Comments 

Risk reviewed, no changes identified. 

 



 

 
Decreased Risks 

None 
 
 
 
Closed risks 

None 
 
 
 
New Risks 

None 
 
 
 
Increased Risks 

None 
 



 

 

Section 2: Operational Risks 

 
 
Existing High Risks 

 

Asset Management 

Existing 

Reference Title Description Score 

Impact 2 

Likelihood 3 

Current 6 

AP-OR 01  An increase in void lease 
properties 

An increase in void lease 
properties 

Rank High 

Current Controls 

• This risk is currently mitigated by working within the tenants notice period and increasing 
advertising to fill vacancy with the minimum void period.  A 5% void could result in approx £59k of 
additional funding to be met for empty business rates liable. 

• £100,000 secured rolling maintenance programme. 

Comments 

Dereham BC below target with mitigation measures in place. Commercial property portfolio above 
target. 

 

Asset Management 

Existing 

Reference Title Description Score 

Impact 3 

Likelihood 2 

Current 6 

AP-OR 08 Not enough funds for owner 
occupier liabilities 
 

With reduction in budgets 
there is an increased risk of 
an owner occupier health and 
safety issue occurring where 
funds are not immediately 
available to undertake the 
statutory and legal duty 
required under the Occupiers 
Liability Act 

Rank High 

Current Controls 

• Current Roads, Footpaths and Asset Mgmt budget is available to an extent. 

• Regular inspections of land assets 

• Make more funds available to the operation budget from the developer contributions held in reserve 
(not achieved) 

Comments 

Risk has been reviewed and no changes identified. 

 
 
 
 
 
 
 



 

Asset Management 

Existing 

Reference Title Description Score 

Impact 2 

Likelihood 3 

Current 6 

AP-OR 09 Property insurance costs 
increase 

An increase in cost of 
insurance from insurance 
provider for commercial 
properties (due to inaccurate 
insurance valuations 
previously)  

Rank High 

Current Controls 

• Suggest market test insurance cost and control and manage insurance valuations more closely 

• Suggest more management and resources for managing property insurance to Asset Management 

• Scrutiny of insurance valuations 

Comments 

Risk has been reviewed and no changes identified. 

 
 

ICT 

Existing 

Reference Title Description Score 

Impact 3 

Likelihood 2 

Current 6 

IT-OR 02 ICT Services not covered by 
the Disaster Recovery Plan 

ICT Services not covered by 
the Disaster recovery plan will 
cause delays in getting those 
ICT Services operational in 
the event of a major disaster Rank High 

Current Controls 

• Greater emphasis on Disaster Recovery within the organisation raising profile of activity. Also 
services to be replicated across sites to minimise impact of major problems in event of disaster. VM 
ware will assist. 

• To note: No generator available in event of power problems. 

• Backup and restore procedures have improved and been tested within the current architecture to 
ensure server restores are achievable. 

• Hardware and software solution being implemented target date 31st March 2012 (mirror view).                             

• All back-ups are currently working - can buy service to restore tapes to if needed (mitigation).    

• Replication of services across Breckland Council sites - Business impact analysis reviews with 
Service Heads required. 

• This solution will also offer ARP disaster recovery as part of Breckland ARP support service. 

Comments 

The risk has been reviewed and no changes have been identified. 

 
 
Decreased Risks 

None 
 
 
Closed Risks  

None 
 
 
 
 



 

New Risks 

None 
 
 
Increased Risks 
 

Housing 

Increased 

Reference Title Description Score 

Impact 2 

Likelihood 2 

Current 4 

H-OR 04 Increase in numbers of 
vulnerable customers 
accessing services 

Increase in numbers of 
vulnerable customers 
accessing services 

Rank Medium 

Current Controls 

• Increased use of dedicated Homelessness Prevention fund and other prevention toolkit measures, 
and changes year to year in commissioning decisions by Service 

• Business process improvement and IT changes to be implemented 

 

Increase in homelessness cases leading to more intensive workload for staff and longer periods in 
temporary accommodation. Rise is due in part to improving housing market generally as houses being 
rented because they could not be sold are now being vacated to allow sale. This is likely to continue in 
the short term. Many of the cases involve families, hence the complexity. 

 
 

Human Resources 

Increased 

Reference Title Description Score 

Impact 2 

Likelihood 2 

Current 4 

HR-OR 05 The existing Performance 
Related Pay (PRP) scheme is 
not as effective as 
anticipated. 

The existing Performance 
Related Pay (PRP) scheme is 
not as effective as 
anticipated. 

Rank Medium 

Current Controls 

• Investigation of alternative options 

• Staff consultation 

• Investigation of total reward package approach 

Comments 

Analysis of exit interview results have indicated that pay is at times a reason for leaving the 
organisation. A further review of PRP will be undertaken in 2015 to address this. 

 
 
 
 
 
 
 
 



 

ICT 

Increased 

Reference Title Description Score 

Impact 2 

Likelihood 2 

Current 4 

IT-OR 06 Microsoft de-supporting XP 
and Office 2003 

Microsoft de-supporting XP 
and Office 2003 in April 2014. 
Many of our client machines 
in Breckland are on XP and 
2003. Rank Medium 

Current Controls 

• Explore the potential costs of extending Microsoft 2003 support 

• This risk is part of the Norfolk County Council risk register covering Breckland contract 

• Norfolk County Council Governance Board is currently considering the issues and have requested 
an options appraisal with recommendations for the implementation of new software 

Comments 

Action required by April 2015 to replace all XP in BDC. Patching XP after April 2015 carries significant 
cost implications. This is a PSN requirement. 

 
 

ICT 

Increased 

Reference Title Description Score 

Impact 2 

Likelihood 2 

Current 4 

IT-OR 07 Server 2003 de-supported Microsoft 2003 server will be 
de-supported in 2015, which 
means they will no longer 
support the product and 
provide security patches. Any 
applications that sit on a MS 
2003 server will be affected. 
Suppliers of applications to 
the server have to ensure 
their product can work on 
Server 2003 and updates will 
be required. 

Rank Medium 

Current Controls 

• To be raised with NCC 

• To be raised at Governance Board 

Comments 

Action required by July 2015. Server upgrades are on NCC action list but there is no update on 
progress. This is a PSN requirements. 

 
Risk Method 
 
We do not have the resources to manage every risk all of the time, so we need to 
consider which risks are most likely to happen (likelihood) and what the impact would 
be, i.e determine the degree of exposure based on likelihood, impact and timeframe 
if the risk is realised. 
 
Breckland’s Risk Management Approach aims to focus onto those risks that, 
because of their likelihood and impact, make them priorities.  Both the gross and net 
risk level (Likelihood and impact) of each risk are plotted and prioritised using a 



 

simple 3X3 matrix.  The matrix uses a ‘traffic light’ approach to show high (red), 
medium (amber) and low (green) risks. 
 
Generally, any ‘net’ red risks (i.e. those risks that appear in the 6 & 9 box of the 
matrix after taking any mitigating actions into account) are viewed as unacceptable in 
the first instance and must be ‘treated’ with Senior Management involvement.  At this 
stage, some form of cost benefit analysis may be needed to ensure that the cost of 
further risk mitigation action does not outweigh the cost of tolerating the risk. 
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